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Report No. 
FSD21025 

London Borough of Bromley 
 

PART ONE - PUBLIC 
 
 

 

   

Decision Maker: EXECUTIVE, RESOURCES AND CONTRACTS POLICY 
DEVELOPMENT AND SCRUTINY COMMITTEE 

Date:  Information Briefing - Tuesday 25 May 2021 

Decision Type: Non-Urgent 
 

Non-Executive 
 

Non-Key 
 

Title: RISK MANAGEMENT 
 

Contact Officer: Mark Bowen, Director of Corporate Services – Corporate Services Risk 
Register 
Tel: 020 8313 4661    E-mail: mark.bowen@bromley.gov.uk  
 
Peter Turner, Director of Finance – Finance Risk Register 
Tel: 020 8313 4338    E-mail: peter.turner@bromley.gov.uk  
 
Charles Obazuaye, Director of Human Resources and Customer Services – 
Human Resources and Customer Services Risk Register 
Tel: 020 8313 4335    E mail: charles.obazuaye@bromley.gov.uk  
 

Chief Officer: Director of Finance 

Ward: (All Wards); 

 
1. Reason for report 

 This report provides Members of the Executive, Resources and Contracts Policy, Development 
and Scrutiny Committee with the Gross ‘High’ (Red) rated risks from the Corporate Services, 
Finance and, Human Resources and Customer Services Risk Registers, together with salient 
amendments to the Corporate and Finance Risk Registers.   

________________________________________________________________________________ 

2. RECOMMENDATION(S) 

Members of the Executive, Resources and Contracts Policy, Development and Scrutiny 
Committee are requested to note the attached Risk Register extracts and direct any 
queries they may have to the relevant Contact Officer.     

 

 

Page 3

Information Item 1

mailto:mark.bowen@bromley.gov.uk
mailto:peter.turner@bromley.gov.uk
mailto:charles.obazuaye@bromley.gov.uk


  

2 

Impact on Vulnerable Adults and Children 
 
1. Summary of Impact: There are no direct implications for Vulnerable Adults and Children arising 

from the attached Risk Register extracts, although failure of the Council to meet its commitments 
in any risk area could directly impact on life chances  

________________________________________________________________________________ 
 

Corporate Policy 
 

1. Policy Status: Not Applicable:   
 

2. BBB Priority: Excellent Council:  
________________________________________________________________________________ 
 

Financial 
 

1. Cost of proposal: Not Applicable:  
 

2. Ongoing costs: Not Applicable:  
 

3. Budget head/performance centre: Not Applicable 
 

4. Total current budget for this head: Not Applicable 
 

5. Source of funding:  Not Applicable 
________________________________________________________________________________ 
 

Personnel 
 

1. Number of staff (current and additional):  Not Applicable           
 

2. If from existing staff resources, number of staff hours:  Not Applicable      
________________________________________________________________________________ 
 

Legal 
 

1. Legal Requirement: None:   
 

2. Call-in: Not Applicable: 
________________________________________________________________________________ 
 

Procurement 
 

1. Summary of Procurement Implications: Where applicable, the risk category is reflected as 
Contractual and Partnership.    

________________________________________________________________________________ 
 

Customer Impact 
 

1. Estimated number of users/beneficiaries (current and projected):  This report is intended 
primarily for the benefit of members of the Executive, Resources and Contracts Policy, 
Development and Scrutiny Committee.    

 ________________________________________________________________________________ 
 

Ward Councillor Views 
 

1. Have Ward Councillors been asked for comments? Not Applicable  
 

2. Summary of Ward Councillors comments:  Not Applicable       
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3. COMMENTARY 

3.1 This report provides members of the Executive, Resources and Contracts Policy, Development 
and Scrutiny Committee with the Gross ‘High’ (Red) rated risks for the areas falling within their 
remit, together with salient amendments to the Corporate and Finance Risk Registers.   

 Corporate Services (Appendix A)  

 Finance (Appendix B)  

 Human Resources and Customer Services (Appendix C)  

 Corporate ‘Impact of COVID-19 pandemic on service delivery’ risk (Appendix D) 

 

3.2 Each Director retains responsibility for the Risks and Controls within their division, with Internal 
Audit coordinating the Risk Management process via the Corporate Risk Management Group 
and Audit Sub Committee.   

3.3 The Corporate Risk Register, together with the Departmental Risk Registers for the areas 
coming under the remit of the Executive, Resources and Contracts PDS Committee, were last 
presented, in full, to their meeting of 18th November 2020 and the Departmental Gross ‘High’ 
(Red) rated risks on 3rd February 2021.  Formal scrutiny of the Risk Registers was undertaken 
by the Corporate Risk Management Group on 26th April 2021.  Two salient amendments have 
been made to the Corporate Risk Register and two to the Finance Risk Register, as set out in 
Table 1.  The amendments to the ‘Impact of COVID-19 pandemic on service delivery’ 
Corporate Risk complete the action point from the Executive, Resources and Contracts PDS 
Committee Report FSD 20102 as detailed in paragraph 3.4 below.  

 
3.4 At the Executive, Resources and Contracts Policy Development and Scrutiny Committee of 6th 

January 2021, it was minuted under the Benefit Services Monitoring Report FSD 20102 that:-  
‘Members noted that during the Covid-19 pandemic the Service had adopted the Department for 
Work and Pensions’ (DWP) “Trust and Protect” principles which enabled residents in receipt of 
Housing Benefit to submit information and evidence via email.  The policy was closely 
monitored.  Members noted that Liberata had a Corporate Visiting Team which included 6 
Visiting Officers who, under normal circumstances, would visit vulnerable people at 
home.  During the Covid-19 pandemic, all documentation submitted by vulnerable claimants 
under the Trust and Protect principles would be reviewed once visits could resume.   Any 
incorrect documentation that had been submitted would result in an overpayment which would 
be subject to recovery.  The Chairman requested that a line in respect of this issue be 
added to the Corporate Risk Register’.  

 

 Table 1  

 
Corporate Risk Register 

 
Risk 10  

 
Potential detrimental impact of BREXIT upon service delivery  

Deletion of Risk from the Corporate Risk Register, with individual departments 
affected by any aspect of the Brexit agreement managing the risk on an 
individual service basis and recording in the Departmental Risk Register as 
appropriate.  
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Risk 12 

 
Impact of COVID-19 pandemic on service delivery 
 
Expansion of the ‘Causes’ to include:- 
‘Adopted the Department for Work and Pensions’ (DWP) “Trust and Protect” 
principles which enabled residents in receipt of Housing Benefit to submit 
information and evidence via email’. 

Expansion of the ‘Effect’ to include:- 
- Infection of staff volunteering on community testing/vaccination programmes 
during the pandemic.   
 
Expansion of the ‘Controls’ to include:-  
- All documentation submitted by vulnerable claimants under the Trust and 
Protect principles would be reviewed once visits could resume.   Any incorrect 
documentation which had been submitted which resulted in an overpayment 
would be subject to recovery.   
- Risk assessments and following public health guidance/PPE/vaccination etc 
 

 
Finance Risk Register 

 

 
Risk 11 

 
Addition of ‘Failure to comply with the grant conditions and ensure effective 
utilisation of the significant Government funding received, relating to the 
Covid pandemic to support businesses’ risk  
 
For full narrative, please see Appendix B.   

 
Risk 12 

 
Addition of ‘Impact on staff resources undertaking business as usual as 
well as significant demands to provide the support required to the Covid-19 
Pandemic’ risk. 
 
For full narrative, please see Appendix B. 
 

 

4. IMPACT ON VULNERABLE ADULTS AND CHILDREN  

4.1 There are no direct implications for Vulnerable Adults and Children arising from the attached 
Risk Register extracts although failure of the Council to meet its commitments in any risk area 
could indirectly impact on life chances.    

5. POLICY IMPLICATIONS 

5.1 The Council’s ambition for the borough is set out in Building a Better Bromley, and the suite of 
Risk Registers supports delivery of those aims.   

6. FINANCIAL IMPLICATIONS 

6.1 The Finance department’s Gross Red Risks are attached as Appendix B.  Where applicable, the 
risk category in all registers is reflected as ‘Financial, Operational’.   

7. PERSONNEL IMPLICATIONS 
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7.1 The Human Resources department’s Gross Red Risk is attached as Appendix C.  Where 
applicable, the risk category in all risk registers is reflected as ‘Personnel, Operational’.   

8. LEGAL IMPLICATIONS 

8.1 Where applicable, the risk category in all registers is reflected as ‘Legal, Operational’.  

9. PROCUREMENT IMPLICATIONS 

9.1 Where applicable, the risk category in all registers is reflected as ‘Contractual and Partnership’.   

 

Non-Applicable Sections: None 

Background Documents: 
(Access via Contact 
Officer) 

None 
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1 Corporate Services
IT Security failure

Cause(s): 

Failure of IT Security (responsibility across 

Bromley & BT) to manage risk of attack or 

intrusion leading to potential corruption / loss of 

data / loss of systems

Effect(s):

Loss of service, potential fines, resident 

dissatisfaction

Data and Information 4 5 20

-Application of effective security management including effective application of anti-

virus protection and security measures through the IT Contract with BT 

- Regular Penetration Testing undertaken

- Information Security Team in place

- Patch updates undertaken regularly

- IG training programme

- PSN Compliant

2 5 10 Vinit Shukle

2 Corporate Services

Telecommunications failure

Prolonged telecoms / switchboard 

failure 

Cause(s): 

Power surge, contractor failure, malicious attack, 

IT failure

Effect(s):

Widespread disruption across the Council

Data and Information 3 5 15

- Stand-by arrangements available so that in the event of failure highest priority 

services can be recovered

- Technical design takes into account the criticality of systems and ensures, where 

justified, that additional resilience is built in

- All Critical Services now have additional independent lines as contingency (if not 

their first line) 

- Additional resilience in use of LBB mobile phones  

- The ICT Disaster Recovery Plan is in progress 

- Working with BT to implement disaster recovery arrangements as part of new 

backup contract

- Effective application of anti-virus protection and security measures through the IT 

contract with BT

2 3 6

- Virtualisation project will help facilitate 

disaster recovery provision

- Secondary Session Initiation Protocol 

(SIP) connection being added to provide 

resilience. 

Vinit Shukle 

3 Corporate Services
IT System Failure (partial loss)

Partial loss of IT systems

Cause(s): 

Failure of Outlook or similar applications

Failure of Novell Filing Registry system which 

carries details of all departmental files

Effect(s):

Widespread disruption across the Council

Data and Information - 

Operational
4 4 16

- Effective incident management / support and resilient systems in use so that 

single points of failure are minimised

- Technical design that takes into account the criticality of systems and ensures, 

where justified, that additional resilience is built in

- Ensure proactive monitoring tools are in place to highlight potential issues before 

there is a major incident

- System now migrated to the server

- No longer dependent on Win7 - all services successfully transferred.  However, 

the Novell filing registry/Regnet system has no further upgrade options and is not 

compatible with Win10 which will be deployed before December 2019 (Win7 

support expiry date)  

4 3 12

The Norwell System is currently used by 

legal team for historical file information 

only on a 'stand alone' PC.  As part of 

any future platform upgrades, 

investigation will need to be carried out 

as to whether this option is still viable 

(by way of impact assessment) or look 

at migrating the historical data into 

Norwel (the current system). 

Vinit Shukle 

4 Corporate Services

IT System Failure (total loss)

Complete failure of IT systems 

resulting in widespread disruption 

across the Council

Cause(s): 

Complete loss of data centre and related 

hardware

Effect(s):

Widespread disruption across the Council

Financial loss

Reputational impact

Data and Information - 

Operational
3 5 15

- Effective incident management / support and resilient systems in use so that 

single points of failure are minimised

- Technical design that takes into account the criticality of systems and ensures, 

where justified, that additional resilience is built in

- Ensure proactive monitoring tools are in place to highlight potential issues before 

there is a major incident

- Backup power arrangements in the event of power issues (most likely)

- Server room has fire suppression, water detection and significant physical 

security measures have been undertaken.

2 4 8

- Property are planning additional works 

to resolve the issues that caused the 

outages, but until then we remain at an 

elevated risk.

Vinit Shukle 

Corporate Services Risk Register, Gross 'High' (Red) Risks Extract - Appendix A

REF FURTHER ACTION REQUIRED

RISK TITLE & 

DESCRIPTION

(a line break - press alt & return - 

must be entered after the risk title)

RISK OWNERRISK CATEGORY

GROSS RISK 

RATING

(See next tab for 

guidance)

DIVISION

CURRENT RISK 

RATING

(See next tab for 

guidance)

EXISTING CONTROLS IN PLACE TO MITIGATE THE RISKRISK CAUSE & EFFECT
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Corporate Services Risk Register, Gross 'High' (Red) Risks Extract - Appendix A

REF FURTHER ACTION REQUIRED

RISK TITLE & 

DESCRIPTION

(a line break - press alt & return - 

must be entered after the risk title)

RISK OWNERRISK CATEGORY

GROSS RISK 

RATING

(See next tab for 

guidance)

DIVISION

CURRENT RISK 

RATING

(See next tab for 

guidance)

EXISTING CONTROLS IN PLACE TO MITIGATE THE RISKRISK CAUSE & EFFECT

8 Corporate Services Data Protection Breach                                                                                                                                                                                                                                                                                                                                                                   

Cause(s): 

Failure to adapt to the upcoming change in 

legislation (GDPR)

Failure to ensure the confidentiality, integrity, and 

availability of information assets.

Effect(s):

1. Distress and/or physical impact on wellbeing of 

customers

2. Impact on operational integrity

3. Reputational damage to services and the 

authority as a whole

4. Liability in law

5. Economic damage to authority and/or 

customers

6. Impact on service take up due to reduced 

confidence from the public

Data and Information - 

Operational
4 5 20

- LBB is currently compliant with the Public Services Network Code of Connection 

(PSN CoCo) and Connecting for Health Information Governance Toolkit (CfH 

IGT). The LBB Information Governance Board formally accepted the CfH IGT as 

the basis of LBB's internal information governance program at their meeting in 

August 2012.  Both standards are based on the ISO27001 international best 

practice standard for managing information security and are therefore fit for 

purpose for assessing and managing the Council's information risk

- GDPR Training programme in place

- Induction programme in place

- Additional resources to manage risk

2 3 6
Director of 

Corporate Services

Remember to consider current Internal Audit priority one recommendations when identifying, assessing and scoring risks.
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2 Finance

Financial Market Volatility

Financial loss arising from the volatility 

of financial markets.

Cause(s):

Market volatility, recession, banking failure

Effect(s):

We do not maximise our interest earnings on balances and could also suffer the following issues -  Liquidity, Interest rate, Exchange rate, Inflation, Credit and counterparty, Refinancing, legal and regulatory risks 

Financial - 

Operational
3 5 15

1. Regular strategy meetings

2. Use of external advisors

3. Internal Audit review of activities

4. Quarterly reporting to E,R&C PDS Committee (Members)

5. Adoption of CIPFA Treasury Management Code of Practice

6. Regular meetings / discussions with external auditors

7. Treasury management strategy

2 4 8 David Dobbs

3 Finance
Capital Income Shortfall

Inability to generate capital receipts

Cause(s):

Property price reductions as a result of the economic environment.

Falling number of assets available for disposal 

Effect(s):

Financial

Economic - 

Strategy
4 4 16

1. Close monitoring of spend and income

2. Reporting to Members

3. Tight control of spending commitments

4. Quarterly reports on capital receipts (actual and forecast) to Executive.

3 3 9 David Dobbs

4 Finance

Pension Fund

The pension fund not having sufficient 

resources to meet all liabilities as they 

fall due

Cause(s):

1. Investment markets fail to perform in line with expectations

2. Market yields move at a variance with assumptions

3. Investment managers fail to achieve their targets over the longer term

4. Longevity horizon continues to expand.  Although the triennial valuation reported that the Council’s pension fund is fully funded, there is a need to address a future risk of the pension fund not having sufficient resources

5. Deterioration in pattern of early retirements

6. Administering authority unaware of structural changes in an employer's membership e.g. large fall in employee members, large number of retirements

7. Mandatory pooling of investments (London CIV) may result in appointment of poorer performing investment managers.

Effect(s):

Financial

Financial - 

Operational
3 5 15

1. Use of external advice.

2. Financial: Monitoring of investment returns - analysis of valuation reports

3. Demographic: Longevity horizon monitored at triennial reviews - quarterly review 

of retirement levels

4. Regulatory: Monitor draft regulations and respond to consultations - actuarial 

advice on potential where appropriate

5. Internal audit review of activities, performance, controls etc.

6. Quarterly reports to Pensions Investment Sub-Committee 

7. Funding Strategy Statement

8. Statement of Investment Principles

9. Communications Policy

10. Governance Policy

11. Triennial valuation by actuary

12. Strategic asset allocation review.

2 4 8 Director of Finance

5 Finance

Failure to deliver a sustainable 

Financial Strategy which meets with 

BBB priorities and failure of 

individual departments to meet 

budget 

Cause(s): 

1. The 2021/22 Draft Budget report to Executive  identified the need to reduce the Council's 'budget gap' of £14.1m per annum by 2024/25.  The Council received a one-year financial settlement for 2021/22, which creates uncertainty on funding levels for future years.  

2. The fundamental review of local government funding through the Fair Funding Review and Business Rate review has been delayed until at least 2022/23 which adds to financial uncertainty in considering the impact on the financial forecast for 2022/23 to 2024/25.   A 

significant challenge to the future year's financial position relates to the ongoing impact of the Covid 19 situation and the uncertainty relating to the cost implications of the  'new normal'. Further details are included in the Draft 2021/22 Budget and Update on the Council's 

Financial Strategy 2021/22 to 2024/25 report to Executive on 13th January 2021. It is not clear whether local authorities will be fully compensated for the Covid 19 impact from Government.

3. Failure to meet departmental budgets due to increased demand on key services resulting in overspends: Housing (homelessness and cost of bed and breakfast); Adult Social Care (welfare reform and ageing population); Children's Social Care, Education (central costs), 

Waste (growing number of households) and limited delivery of planned mitigation savings .

4. The risk of the Council not being able to carry out its statutory duties (e.g. pupil admissions, school improvement, child protection) as a consequence of funding pressures not being met.

5. Dependency on external grants to fund services (schools and housing benefits are ring-fenced) - effect if grant reduces (Public Health services) or ceases.

6.The new national living wage will have cost implications to the Council over the next few years (e.g. care providers and carers).. 

7. Local government may be required to take on new funding responsibilities in the future without adequate funding.

8. Impact of welfare reforms and the phased roll out of Universal Credit.

9. Failure to identify and highlight frauds and weaknesses in the system of internal control (which invariably have a financial impact). Overall, fraud losses are mainly benefit related (Council Tax Support / Single Person Discount).

Effect(s):

- Increased overspends in particular services

- Council unable to carry out its statutory duties due to services cuts

- Reputational damage

Financial - 

Operational
5 5 25

Strategic Controls:

1. Regular update to forward forecast 

2. Ongoing monitoring of impact of COVID situation and trends re ‘new normal’ 

3. Regular analysis of funding changes and new burdens particularly on Covid situation and 

full year impact                                                                                                                 

4. Early identification of future savings required

5. Transformation options considered early in the four year forward planning period

6. Budget monitoring to include action from relevant Director to address overspends including 

action to address any full year additional cost 

7. Mitigation of future cost pressures including demographic changes 

8. Quarterly review of growth pressures and mitigation

9. Continue to progress with opportunities for the Transformation Reviews towards meeting 

future years’ budget gap.  

Operational Controls: 

1. Management of Risks document covering inflation, capping, financial projections etc. 

attached to budget reports

2. Departmental risk analysis

3. Reporting of financial forecast updates in year to provide an update of financial impact and 

action required

4. Obtain monthly trend / current data to assist in any early action required

5. Obtain regular updates / market intelligence 

6. Reporting full year effect of budget variations

7. Analysis of government plans and changes

4 5 20

The Council continues to explore 

transformation opportunities to help meet the 

ongoing budget gap 

Director of Finance

11 Finance

Failure to comply with the grant 

conditions and ensure effective 

utilisation of the significant Government 

funding received, relating to the Covid 

pandemic to support businesses

Cause(s): 

1. Appropriate processes and controls not put in place for administering the various business grant schemes

2.  The criteria of the various schemes is not applied correctly

3. Full training and guidance is not provided to those administering the scheme and making payments

4. Lack of governance and oversight of the varoius schemes                                                                                                                                                                                                                                                                                                                                                                                

Effect(s):

-  Payments are not made timely leading to severe financial difficulty for a business and possible insolvency 

-  Fraudulent payments are made 

-  Payments are made to businesses who do not meet the qualifying criteria  	 

-  Payments are made in error e.g. to the wrong bank account or individual  

-  Unused funding has to be returned to Government

 - Complaints / adverse publicity / reputational damage

Financial - 

Operational
4 5 20

- Training, guidance and advice provided to all those involved in administering the 

schemes (with Internal Audit involvement)

- Regular and ad-hoc meetings beetween key personnel to ensure governance and 

oversight and agree any actions required    

- Fraud risk assessments and pre-payment and post-payment controls to identify 

and address any instances of fraud, error or non-compliance 

- Faster payments solution utilised for Covid related grant payments, ensuring 

same day receipt of funds by recipient.

3 3 9 Director of Finance

12 Finance

Impact on staff resources undertaking 

business as usual as well as significant 

demands to provide the support 

required to the Covid-19 Pandemic.  

Cause(s): 

1. Staff directed from 'business as usual'

Effect(s):

- Less available time and resources to administer functions, leading to an impact on delivery of the Council's key objectives e.g. possible delay in payments made for goods and services, delay in recovering income not received, 

responding timely to communications.    

-  Complaints / reputational damage

- Increased stress amongst existing staff resulting in mental health issues and / or increased levels of sickness  

Personnel / 

Operational
4 3 12

- Regular one to one meetings with staff and ad-hoc conversations to discuss and 

prioritise workloads, identify and address any areas of concern. HR policies, 

guidance and occupational health support and advice. 

- Heads of Finance have been given the option of utilising agency/interim resources 

to mitigate Covid related workloads

- Regular and ongoing publicity of staff wellbeing programme to help identify and 

address Covid related stress issues

3 3 9 Director of Finance

Remember to consider current Internal Audit priority one recommendations when identifying, assessing and scoring risks.

Finance Risk Register, Gross 'High' (Red) Risks Extract and 'Impact on Resources' Risk - Appendix B

REF FURTHER ACTION REQUIRED

RISK TITLE & 

DESCRIPTION

(a line break - press alt & return - 

must be entered after the risk title)

RISK OWNER
RISK 

CATEGORY

GROSS RISK RATING

(See next tab for 

guidance)

DIVISION

CURRENT RISK 

RATING

(See next tab for 

guidance)

EXISTING CONTROLS IN PLACE TO MITIGATE THE RISKRISK CAUSE & EFFECT
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9
Human Resources / 

Health & Safety

Health & Safety (Council)

Ineffective management, processes 

and systems across all Council 

departments

Specifically in relation to the 

following areas:

Fire Risk Assessments

Lone Working

Violence & Aggression at work

Cause(s): 

- Inadequate risk assessments

- Outdated policies

- Poor use of data around accidents/near miss 

incidents

- Lack of capacity to discharge the Council's 

H&S responsibilities

- Ineffective monitoring of risks

Effect (s):

- Potential prosecution of Council and / or civil 

claims for compensation

- Increased sickness/absence

- Poor staff morale

- Impact on staff retention

- Insurance claims

- Potential accidents/fatalities

- Corporate manslaughter

Health & Safety 3 5 15

1. 0.6 fte Corporate Safety Advisor employed 

2. Safety Policies reviewed and updated regularly - ongoing

3. Commitment to HSW from Chief Executive and Directors 

premises, equipment & activities 

4. Supported by H&S training programme and network of policies and 

procedures (regularly reviewed) 

5. Property-related HSW matters now provided through Amey

6. Holding contractors to account for managing Council premises to required 

legal standards

3 4 12

FT H&S Advisor 

'Risk assessment & proactive 

monitoring being developed for 

Council 

Departmental Safety Committees 

meet regularly.  Corporate and 

Departmental Health and Safety 

Meetings to be further reviewed 

including Senior Management 

Ownership

H&S audits to be undertaken by 

Corporate Safety Officer

Director of HR & 

Customer  

Services

Remember to consider current Internal Audit priority one recommendations when identifying, assessing and scoring risks.

                   Human Resources and Customer Services Risk Register, Gross 'High' (Red) Risks Extract - Appendix C

REF FURTHER ACTION REQUIRED

RISK TITLE & 

DESCRIPTION

(a line break - press alt & return - 

must be entered after the risk title)

RISK OWNERRISK CATEGORY

GROSS RISK 

RATING

(See next tab for 

guidance)
DIVISION

CURRENT RISK 

RATING

(See next tab for 

guidance)
RISK CAUSE & EFFECT
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12 Corporate Risk
Impact of COVID-19 pandemic 

on service delivery

Cause(s)

1. Potential for Increased staff absence rate amongst LBB employees and contractors

2. Difficulty in conducting  Business as Usual due to pandemic and Government restrictions

3. Increased workloads, in key defined critical services 

4. Provision of new ways of working requiring redeployment of staff

5. Reduction in Council funds through reduced income, higher expenditure or longer term Government fiscal policy

6. Challenging staff/trade union relationships

7. Loss of funded posts in key areas 

8. Adopted the Department for Work and Pensions’ (DWP) “Trust and Protect” principles which enabled residents in receipt of Housing Benefit to submit information and evidence via email. 

Effect(s)

- Reduction in provision of services across the Local Authority

- Impact upon delivering statutory responsibilities

- Difficulty with staff deployment and associated contractual issues 

- Damage to Council’s reputation 

- Impact upon employees’ mental health and well being

- Impact on the delivery of the Transformation Programme 2020/23

- Unable to address the Council’s budget gap of £14.1m per annum by 2024/25

- Infection of staff volunteering on community testing/vaccination programmes during the pandemic
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- Strategic and Tactical Coordination Groups established

- Meeting and reporting structures in place

- Decision making process streamlined

- Action taken to mitigate surge in identified critical services

- Effective partnership working to collectively mitigate risks 

- Overarching command and control structure for London Local authorities in place

- Effective communication strategy and delivery in place

- Preparations for a phased return to work in place

- Effective partnership arrangements in place with voluntary sector and communities 

- Mutual aid agreement in place across the South East Boroughs

- Regular dialogues and communications with staff and their representatives 

- Adoption of financial relief measures offered by Government

- Continued lobbying of Government in relation to local financial impact

- HR processes refined and in place to support staff

- Experience gained during first wave of pandemic

- Development of an Outbreak Control plan including track and trace capability

- All documentation submitted by vulnerable claimants under the Trust and Protect principles would be 

reviewed once visits could resume.   Any incorrect documentation which had been submitted which 

resulted in an overpayment would be subject to recovery.  

- Risk assessments and following public health guidance/PPE/vaccination etc
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- Continued preparations for anticipated 

second wave

- Implementation and monitoring of recovery 

plans

Chief Officers' 

Executive 

RISK OWNER

Corporate Risk Register, Covid 19 Pandemic Risk Extract - Appendix D

RISK 

CATEGORY

GROSS RISK 

RATING

(See next tab for 

guidance)

DIVISION

CURRENT RISK 

RATING

(See next tab for 

guidance)

EXISTING CONTROLS IN PLACE TO MITIGATE THE RISKRISK CAUSE & EFFECTREF FURTHER ACTION REQUIRED

RISK TITLE & 
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(a line break - press shift & 

return - must be entered after 

the risk title)
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